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A custom desktop application needs to access an internal server. An administrator is
tasked with configuring the company's SSL VPN gateway to allow remote users to work.
Which two technologies would accommodate the company's requirement? (Choose two).
 
 
A. AnyConnect client 
B. Smart Tunnels 
C. Email Proxy 
D. Content Rewriter 
E. Portal Customizations 
 

Answer: A,B

 

 

Which of the following could be used to configure remote access VPN Host-scan and pre-
login policies?
 
 
A. ASDM 
B. Connection-profile CLI command 
C. Host-scan CLI command under the VPN group policy 
D. Pre-login-check CLI command 
 

Answer: A

 

 

Which four activities does the Key Server perform in a GETVPN deployment? (Choose
four.)
 
 
A. authenticates group members 
B. manages security policy 
C. creates group keys 
D. distributes policy/keys 
E. encrypts endpoint traffic 
F. receives policy/keys 
G. defines group members 
 

Question No : 1

Question No : 2

Question No : 3
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Answer: A,B,C,D

 

 

A user is unable to establish an AnyConnect VPN connection to an ASA. When using the
Real-Time Log viewer within ASDM to troubleshoot the issue, which two filter options would
the administrator choose to show only syslog messages relevant to the VPN connection?
(Choose two.)
 
 
A. Client's public IP address 
B. Client's operating system 
C. Client's default gateway IP address 
D. Client's username 
E. ASA's public IP address 
 

Answer: A,D

 

 

The Cisco AnyConnect client is unable to download an updated user profile from the ASA
headend using IKEv2. What is the most likely cause of this problem?
 
 
A. User profile updates are not allowed with IKEv2. 
B. IKEv2 is not enabled on the group policy. 
C. A new profile must be created so that the adaptive security appliance can push it to the
client on the next connection attempt. 
D. Client Services is not enabled on the adaptive security appliance. 
 

Answer: C

 

 

Scenario:
 
You are the senior network security administrator for your organization. Recently and junior
engineer configured a site-to-site IPsec VPN connection between your headquarters Cisco
ASA and a remote branch office.
 

Question No : 4

Question No : 5

Question No : 6
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You are now tasked with verifying the IKEvl IPsec installation to ensure it was properly
configured according to designated parameters. Using the CLI on both the Cisco ASA and
branch ISR, verify the IPsec configuration is properly configured between the two sites.
 
NOTE: the show running-config command cannot be used for this exercise.
 
 
Topology:
 
 

 
 

 

Cisco 300-209 : Practice Test

4
http://www.maitiku.com QQ:860424807

http://www.maitiku.com
http://www.maitiku.com


 
 
Which transform set is being used on the branch ISR?
 
 
A. Default 
B. ESP-3DES ESP-SHA-HMAC 
C. ESP-AES-256-MD5-TRANS mode transport 
D. TSET 
 

Answer: B

Explanation:  

 

This can be seen from the “show crypto ipsec sa” command as shown below: 
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Which three commands are included in the command show dmvpn detail? (Choose three.)
 
 

Question No : 7
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A. show ip nhrp nhs 
B. show dmvpn 
C. show crypto session detail 
D. show crypto ipsec sa detail 
E. show crypto sockets 
F. show ip nhrp 
 

Answer: A,B,C

 

 

A network is configured to allow clientless access to resources inside the network. Which
feature must be enabled and configured to allow SSH applications to respond on the
specified port 8889?
 
 
A. auto applet download 
B. port forwarding 
C. web-type ACL 
D. HTTP proxy 
 

Answer: B

 

 

Scenario
 
Your organization has just implemented a Cisco AnyConnect SSL VPN solution. Using
Cisco ASDM, answer the questions regarding the implementation.
 
 
Note: Not all screens or option selections are active for this exercise.
 
 

Question No : 8

Question No : 9
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Topology
 
 

 
 
Default_Home
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