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QUESTION NO: 1

Cisco ISR Routers offer which three of these security benefits? (Choose three.)

A. onboard VPN accelerator

B. events correlation and proactive response
C. high-performance AIM VPN modules

D. virtual firewall

E. Cisco I10S Firewall and IOS IPS

F. transparent firewall

Answer: A,C,E
Explanation:

QUESTION NO: 2

The Cisco ASA Security Appliance can offer the benefit of integrating which three security services
into one device? (Choose three.)

A.IPS

B. VPN Concentrator

C. ACS server

D. PIX firewall

E. CSAMC

F. DDoS Anomaly Guard and Detector

Answer: A,B,D
Explanation:

QUESTION NO: 3

Which network management solution performs configuration, monitoring, and management of
Cisco Firewall, VPN router, and IPS devices as well as maintains network device inventory and
software distribution features?

A. CiscoWorks Security Device Management Center (SD/MC)
B. Security Device Manager (SDM)

C. Adaptive Security Device Manager (ASDM)

D. CiscoWorks VMS/Management Center (VMS/MC)

Answer: D

http://www.maitiku.com QQ:860424807 2


http://www.maitiku.com
http://www.maitiku.com

Cisco 642-374 Exam

maitiln con 5 Ak BE £ 2 P

Explanation:

QUESTION NO: 4

Which two of these statements best describe fast secure roaming for the wireless core feature set
using autonomous access points? (Choose two.)

A. It is compatible with all wireless clients.

B. It reduces roaming latency through reduced client RF channel scanning enhancements.
C. It reduces roaming latency to targeted times of less than 75ms.

D. Roaming occurs without reauthentication through a centralized RADIUS server.

E. It is enabled through WLSE deployment.

Answer: B,D
Explanation:

QUESTION NO: 5

Refer to the exhibit.
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Deploying integrated services on the Cisco ISR Router can help reduce network cost and
complexity by integrating which four of these features on the ISR? (Choose four.)

A. firewall and VPN

B. IP telephony and voice mail

C. Secure Access Control Server
D. LAN switching and Wireless LAN
E. IPS

F. Anomaly Guard and Detection

Answer: A,B,D,E
Explanation:

QUESTION NO: 6

Which of these is a benefit of an integrated security management system?

A. It provides configuration, monitoring, and troubleshooting capabilities across a wide range of
security products.

B. It integrates security device management products and collects events on an “as needed” basis
to reduce management overhead.

C. It integrates security management capabilities into the router or switch.

D. It provides a single point of contact for all security configuration tasks thereby enhancing the
return on investment.

E. It leverages existing network management systems such as HP OpenView to lower the cost of
implementation.

Answer: A
Explanation:

QUESTION NO: 7

Which three of these items can a wireless assisted site survey optimize? (Choose three.)

. radio transmit power setting
. security selection

. beacon interval

. IPS auto-response settings
. channel selection

IDS settings

mTmooOw>
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Answer: A,C,E
Explanation:

QUESTION NO: 8

Which statement concerning the Active/Active failover feature is correct?

A. ASA Security Appliance failover pair must have either an Unrestricted and UR license or a UR
and FO-A/A license to be able to support Active/Active failover.

B. If an active security context within the primary security appliance "fails", the status of the
primary security appliance unit changes to "failed" while the secondary failover security appliance
unit transitions to "active."

C. Active/Active failover is supported in "multiple mode" configuration only.

D. Active/Active failover supports site-to-site IPSec VPN stateful failover.

Answer: C
Explanation:

QUESTION NO: 9

Which two of these statements describe important aspects of performing a wireless site survey?
(Choose two.)

A. An 802.11g access point with a variety of antennas can be used in all standard site surveys.
B. Site surveys can be performed manually or through assisted site survey.

C. Channel power during testing starts at the default minimum and gradually increases to the
maximum.

D. Overlapping access points can create performance problems.

E. Surveys should be done after hours in an office building or during reduced inventory levels in
warehouses.

Answer: B,D
Explanation:

QUESTION NO: 10

Which of these statements regarding Cisco's WebVPN support is correct?
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