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QUESTION NO: 1
Which statement best describes the Cisco SDN strategy?

A. The SDN strategy is to protect standalone products at the physical perimeter of a network,
where the LAN meets the

WAN and corporate networks connect to the Internet.

B. The SDN is the most widely deployed network-admissions-control strategy, supporting
organizations of all sizes as

well as multiple access methods, including wireless, remote, LAN, WAN, and guest access.
C. The SDN strategy is to protect business processes and the network of an organization by
identifying, preventing,

and adapting to security threats and by including integrated, collaborative, and adaptive security
elements throughout the

network.

D. The SDN enables network elements to communicate with one another in a collaborative
manner, for example, an IDS

instructing an ACL to deny access to a connection.

Answer: C

QUESTION NO: 2

Because the initial product cost of a solution is often a fraction of the TCO over the life span of the
solution, which two other factors should be considered when talking about the TCO of security?
(Choose two.)

A. costs that are collected from a qualitative risk assessment

B. costs that are acquired from end-user training

C. costs that are associated with solution deployment

D. costs that are associated with other similar competitive product offerings

Answer: B,C

QUESTION NO: 3

Which Cisco Security offering provides host protection against security violations by focusing on
the behavior of the device?

A. Cisco ASA 5500 Series Adaptive Security Appliances
B. Cisco PIX Firewall
C. Cisco Security Agent
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D. Cisco Clean Access

Answer: C

QUESTION NO: 4

Which security management product combines network intelligence, context correlation, vector
analysis, anomaly detection, hotspot identification, and automated mitigation capabilities?

A. Cisco Security MARS

B. CiscoWorks SIMS

C. CiscoWorks VPN/Security Management Solution Basic
D. Cisco VPN 3000 Concentrator

Answer: A

QUESTION NO: 5

Which principal characteristic of the Cisco SDN incorporates technologies that are inherent in the
secure operation of network devices, including control plane policing and CPU/memory
thresholding?

A. Cisco 10S software
B. integration

C. collaboration

D. secure infrastructure

Answer: B

QUESTION NO: 6
Continuance and protection fall under which layer of the business resilience model?

A. communications resilience
B. business resilience

C. network resilience

D. applications resilience

Answer: D
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QUESTION NO: 7

Which security product addresses deployment and ongoing management and policy configuration
needs?

A. CiscoWorks VPN/Security Management Solution Basic
B. CiscoWorks SIMS

C. Cisco Network Assistant

D. Cisco Security MARS

Answer: A

QUESTION NO: 8

You are meeting with a customer who is concerned about remote employees connecting to the
network with infected systems and spreading infection across the corporate network. How should
you position the Cisco SDN with this customer?

A. The Cisco Self-Defending Network provides technologies that have intelligent insight into what
IS running on

computers, so there is no possible way for remote employees to connect to the network with
infected systems.

B. The Cisco Self-Defending Network is adaptive, distributing security technologies throughout
every segment of the

network to enable every network element as a point of defense.

C. The Cisco Self-Defending Network includes NAC, which evaluates devices that may not have
the latest antivirus

software or operating system patch, and either denies access to those devices or quarantines
them.

D. The Cisco Self-Defending Network includes integration, which enables a more proactive
response to threats with

greater operational efficiency through the consolidation of multiple security services on the
devices.

Answer: C

QUESTION NO: 9

In terms of the network life-cycle, what should you consider when evaluating the TCO of a security
solution?

A. operation phase

http://www.maitiku.com QQ:860424807 4


http://www.maitiku.com
http://www.maitiku.com

