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IBM M2170-741 : Practice Test

Question No : 1

What challenges do organizations face when developing a cyber strategy?

A. Lots of streaming disparate data, that is fragmented across stakeholders, systems and
regions

B. The malware footprint doesn't change

C. OnlyA

D.Aand B

Answer: C

Question No : 2

Which of the following are two (2) Cyber intelligence sweet spots?

A. Impact analysis; Detection

B. Attack tree development; Prevention
C. Impact: Actor/team analysis

D. Detection: Attack tree development

Answer: B

Explanation: *Organizations must evolve, replacing traditional defensive security
strategies with a proactive, intelligence-driven offense to prevent

and disrupt these threats.

* Documentingattacks in a form of attack trees. One of the most important problems in
securityanalysis is the malefactors’ classification and model construction.

Note:With the IBM i2 Enterprise Insight Analysis solution,
organizations can proactively develop a comprehensive
understanding of their attack surfaces and vulnerabilities
and develop referenceable attack scenarios to help speed
investigations and remediation. To prevent future attacks,
organizations can identify and investigate attackers after
an incident. All insights become part of the organization’s
cyber security strategy and tactics, resulting in stronger and
smarter cyber security.
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Question No : 3

i2 solutions support the fraud detection and investigation lifecycle at which points in
particular?

A. Data and Discovery

B. Discovery and Manage
C. Investigate and Report
D. All of the above

Answer: D

Explanation: BM i2 Fraud Intelligence Analysis can be used as a stand-alone fraud
identification and analysis solution where currently there is either no, or only a manual,
capability currently. It can also be deployed in conjunction with other IBM products to
deliver against the entire fraud lifecycle, such as predictive analytics for fraud detection,
business process rules, and case management, to support the management of fraud
investigations.

Question No : 4

ILE Standard is aimed at:

A. Detectives. Command Staff. Patrol Officers
B. Parole Officers

C. Analysts and investigators

D. Command staff only

Answer: A

Question No : 5

Which are benefits of the i2 Enterprise Intelligence Analysis solution?

A. Easy presentation of statistical representation of data

B. Increase efficiency across all areas of the intelligence lifecycle

C. Leverage the value of existingi2investment and lower the total cost of ownership
D. B & C above
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Answer: D

Explanation: B:Increase Efficiency

*Consolidate massive data sets with a 24x7 automated
identity resolution engine.

*Search and automatically process and analyze
unstructured data.

*Per form link, temporal and geospatial queries and run
network analytics across hundreds of terabytes of data
in seconds.

C:A cost-effective solution that supports operationalefficiency
eIntegrate with and use current infrastructures, systems
and data.

*Commercial, ‘off-the-shelf’ design minimizes need for
developer support.

eImprove operational and situational awareness with
dashboard and Key Performance Indicators.

*Uncover non-obvious relationships by applying
multi-dimensional visual analytics.

*Flexible and agile design can be easily extended with
third-party and IBM applications to meet changing needs.

Reference:IBM i2 Enterprise Insight Analysis for Cyber Intelligence

Question No : 6

What are the core capabilities of NDI?

A. Intelligence repository
B. GIS interface

C. Visual analysis

D. All of the above

Answer: D

Explanation: A:Exploit multiple repositories either: within IAP or
the main repository or "in place” where they live

outside IAP — For example, existing iBase
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